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INTERFACE CONTROL DOCUMENT (ICD)
l. INTRODUCTION
1.1 Scope

This document defines the functional, electrical and mechanical interface of the
WINDSTER COMSEC Module. The WINDSTER COMSEC Module is electronic encryption
and decryption circuitry, which can be embedded into a host communication equipment.
This CMOS LSI circuitry can be used to secure voice and low speed data -
communications. This [CD is intended to serve the needs of the host svstem end item
equipment developer. This document contains the detailed interface information that is
required to integrate this communications security (COMSEC) module into existing or
future telecommunications systems. Soecific. svstem unique. sacurty 2ngineering
guidance for the proper use 2f the WINDSTEZR COMSEC Moduie in ‘eiecommunication
equipment wiil be provided av the Nat onal Security Agency on an individual appiication

basis.

1.2 Terminoiogy

Throughout this document, the ambeddable WINDSTER COMSEC Xev Ceanerator
Moduie (KGM) will be referred %o as the XGM, and the 10st terminai 2quioment
containing the KGM will be referred %o as the host. All signais are referenced :o the
KGM, that is, inputs are signais to the KGM and output signals are ‘rom the KGM. A
key generator device provides digital data encryption and deeryption based on an
internal cryptographic algorithm and a xey. A <ey is a sequence of random bdinarv digits
(bits) used to set up the mathematical permutations within the cryptograpnic aigoritnm.

1.3. Comments

Comments and questions regarding this ICD or the appucanon of *he £GM 20 anv
specific program should be forwarded to:

DIRECTOR, NSA

ATTENTION Y24

9800 SAVAGE ROAD

FT. GEORGE G. MEADE, MD 20755-5000

l.4. NOTICE

The information found in the *2x* 2nd grapnics contained within this dceument are
the property of the United States Govarnmen:. This document is intended *o ce used ~or
official U.S. Government use ornuv. Reproduction or unauthorized use of the nformation
contained nerein without wriltan autzor:zation from :ne Jriginator .S 2XDressiv
oronibited by Federai Law.
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2. APPLICABLE DOCUMENTS

2.1 Standards
2.2 Specifications

CSESD-11 - Communications secu:"ity equipment svstem document for fill
devices KYK-13, KYX-15, KOI-18 (Document is CONFIDENTIAL).

2.3 Publications

Handling and Control Requirements for CCI Equipment and Components During
Manufacture and Assembly, dated 1 October 1985.

2.4 DRAWINGS
ON241775 - Fill Connector

3. SECURITY CONSIDERATIONS

3.1 Controlled Crvptograpnic [tems

KGMs are Controlled Cryptographic [tems (CCI) which are unciassified. The XGM
must be controlled in accordance with the requirements set ‘orth in the document
antitled,. "Handling and Control Requirements for CCl Equipment and Components
During Manufacture and Assembly”, dated 1 October 1985. The CCI controis. as a
minimum, appiy to the KGMs until integration and then to equipments or svstems that
contain the CCl KGMs.

3.2 NSA Endorsement

The WINDSTER XGM is approved 5v the National Security Ageney for processing
2:assified information at au eveis. This aporoval is not axtended automatically “o host
systems or equioment that contain the WINDSTER XGM. Aill systems and components
af systems *hat are -~equired %o srocess ciassified information must be svaiuated on 2
svstem unique basis Jrior to endorsement. ror Jurther nformation and a .ist af :hose
venders wno are authorized *o produce and seil the WINDSTER XGM with NSaA
2ndorsement, contact the NSA.

3.3 TEMPEST

Good TEMPEST design tecnniques nave Deen used *nrougnout the deve.ooment of
the WINDSTER XGM. The XGM carries no imoiied TEMPEST aporonvai. Zach
integration of this XGM into nost end item equipmen: must de 2vaiuated in light of
svstem specific TEMPEST requirements. 2l!ease contact :ne Nationai Security Agency
for further guidance.

4. GENERAL PRODUCT DESCRIPTION

The XGM orovides “uil and ~alf duplex encrvyption at <ata rates 1o o 200 <btos.. t
orocesses seriai unencrvptad :p:ain text-2T) data and seriai 2nervprted ‘eipnar text-GT)
data. The XGM's [iil gort. is Zaseribed in saragrzpn T.l... satisiies ine CSESD-i.
21ectrical interface ~equiraments. Al ither interraces are LSTTL compatidie.
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4.1 Functionai Descrintion

The purpose of the XGM is to encrvpt and deervpt digital communications.
Znerypting a signal containing c:assified informaticon permits the resuiting signa.-to de
transmitted over normal communication cnannels without violating the security of the
classified information. Decrvpting the encrypted signali "recovers" the ciassified
information in its original plain text form.

The KGM will be designed and analyzed to operate over the full military
temperature range even though impiementations may encompass environmental
restrictions. Several cryptographic modes of operation are availabie. These modes can
be selected by a host equipment via an eight bit command/status bus. The XKGM
requires two independent data-rate clocks: one for the transmit channel and another for
the receive channel.

.2 WINDSTER Features

- Muitiple Conrigurations

= Flexible xey management modes

- DC to 200 <bps data rate

. Microprocessor-stvie controi intarface
- NSA standard interface structure

®*  NSA standard COMSEC Command Language (CCL)

= [ndependent transmit and receive channels

. LSTTL compatible interface

* Crvpto [gniticn Key (CIK) option

- Compatibie with common rill devices (CSESD-11)
. dackward Compatibility

4.3 Architecrure Description

The {ollowing sections are Jrovided o functionaily describe the architecture of
the WINDSTER COMSEC £GCM.
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4.3.1 Interface Ports

The WINDSTER. KGM interface is comprised of major signal groupings or por's.
Refer %o figure 4-1 "WINDSTER Sysiam Architecture”. -

¢ The Command/Status Port is an eight dit wide di-directional bus used to
direct the KGM's mode of operation. The COMSEC Command Language (CCL) is used
to control the KGM. Oniy commands and status are passed via this port, all data
intended for encryption/decryption are processed via the traffiec ports.

. The Command/Status Control Port contains the typical microgrocessor-
read, write, addressing, and interrupt signals.

i The Housekeeping Port contains KGM unique signais such as aiarm, zeroize.
and tamper loop.

. Power and key retention voltages are applied to the Power Port.

< The Fill Port is the access point for manually loading the KGM with kavs.
This port may be connected to the Key Management Moduie (XMM) for use in nign
performance systems.

" The CIK Port provides the handshaking and data earrving signais o support
the use of a CIK funetion.

- The Plain Text Ports, transmit in and receive out, are the ‘nterfaces for
information that is unencrvpted.

N The Cipher Text Ports. ‘ransmit out and receive in, are :he interfaces for
information that is encrypted.

4.J.2 [nternal Description

[nternal architecture s comorised of 5 major functional sections. Refer to figure
4-2 "WINDSTER Block Diagram™.

* The controller orovides ail of the command Zecoding and orocessing
functions. The controller aiso oJrovides command verification in all modes. This
verification is ooth for content of. the command and Jor the contaxt in wnich the nost
has invoked it.
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WINDSTER SYSTEM ARCHITECTURE
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WINDSTER BLOCK DIAGRAM
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= The Jower handling circuits moniter incoming Jrime and. key retention
sower. The XGM nhas dDeen designed o interruot operation wnen it detects undervoitage
on both the prime and kev retention input sower lines.

. The variable processor provides the interface to both the Fill and CIK oorts
as well as the control for the movement of all kevs within WINDSTER.

. Storage of keys is provided by the Key RAM.

- The key generator independently perrforms all [/O control and handshake .
funetions directly with the Cipher Text and Plain Text Ports. The key generator section -
also continuously monitors the traffic for processing errors or aiarms and will interrunt
operation, assert alarms, and notify the controller if an error is detected.

. The randomizer orovides random data to the kev Zenerator,

+.4 Qoerating Modes

[n order to Je compatibie with inventory COMSEC ecquipment, WINDST:IR
2nerypts and deervpts with severai operating modes. However, :hese modas can e
sorted into the foilowing three categories:

0 Modes to enerypt and decrypt digital voice
o Modes to encrypt and decrypt digital data
o Modes to encrypt and deerypt <ev for ~emote distribution.

WINDSTER supports both half duplex and “uil dupiex operating modes in 2ach of :hese
three categories.

The KGM also nas a <ey retention mode. wnich it enters wnenever operating
oower is removed. While in this mode. *he ZGM oniv rerains «eys, <ev ~elatad
information and certain control states. [t cannot either srocess trarfic or load <evs.

4.3 L2y Processing Modes

The WINDSTER XGM can store ip o siXxteen <evs .nternally and impiamens:
various ey management Jeatures. Taple 4-. illustrates :ie usage and reiationsniss of
the key types and lcecations. '




SPECIFICATION NSA NC.

TABLE 4.1

Zev Location and Tvpe

LOCATION IYPE

0 Z.Variable

1 1 KEK

2 2 KEK

3 3 KEK

4 \

5 \

6 \

7 AN

8 . Traffic Keys or

9 / Key Encryption Kevs(KEK)
10 /  (any mix of types)
11 v 5
12 /
13 /
14 /
15 Scratchpad

4.3.1 Manual Key Loading

Keys are loaded thru the fill port. The host interface is the 3-pin connector
specified in CSESD-11. The presence of the fill device is sensed by the controller and
reported to the host via a status message. The host may then command that xev de
loaded and stored in a specified location. Only unencrypted (RED) keys can oe loaded
thru the fill port. :

+.3.2 Black Key Processing

The KGM has the capability to encrypt (wrap) red kevs upon sommand bv the 10st
for storage in memory external to the KGM. Decrypting dlack kevs upon command of
the host can also be accompiished bv the XKGM and stored in an internai .oceation
specified by the host.
+.5.3 Over-the-Air Rekeying (CTAR)

The KGM can de commanded o 2ncrvpt or deervpt <evs using Key Znervotion
Zeys (KEK) speciried 2y the host. This Jrocess is used 0 support semote siecrtronic
distribution of kxevs.
4.5.4 Crypto [gnition Kev (CIK)

The XGM will incorporate an adptional CIK funetion.

1.5.5 Kev Retention Mode

A host suppiiad {ev Retention V2itage ' ARY) is used To maintairn the 2ontants of
the d2v RAM wren orime Jower :5 removed. [ 1nis ARY is net suoplied tne XGM will
zercize 1pon .0ss if Jrime sower.
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4.3.3 In-Band Rekeving

The KGM can be commanded to perform in-band rekeying of selected keys in
either a manual or automatic mode.

4.6 Power

The WINDSTER KGM operates from a +35 volt +/-3% DC source which is the
prime power input. It also has a memory retention capability so that the contents of the
key storage and other WINDSTER memories can be retained even though the prime -
power is removed from the KGM. Both prime power and key retention voltage are
supplied by the host.

+.7 Zeroize

The host can command the XCM to zeroize ail kevs or %o zeroize 2 se:ected <ev
storage .ccation.

4.8 Alarm Status Qutput

The KGM outputs an alarm condition to the 7aost on a dedicated pin.
Simultaneously, the KGM inhibits all traffie until the alarm condition is correcred.
Additionaily, the KGM can report the alarm condition via the Command/Status Port.

4.9 Error Reporting

The KGM reports ail error conditions to the host, such as an invalid command,
<ey parity error. <ev update overrlow arror, etc. The KGM reports the error condition
through the Command/Status Port.

3. PRINCIPLES OF CPERATICN

The WINDSTER XGM has bdeen designed o orovide a crvptograpnic data
orocessing function for many different vpes of leiecommunication systems. The
interface structure and operating modes nave deen ceveicped %o 2rovide erfficient Zarta
and command processing rates wnile gromoting 2 simpie and secure integration =fioret.
The data processing modes support 3 varietvy Oof crvptograpnie sviacaronization
acquisition schemes. The selection of the 2roper mode of Jperation s svsiam
dependent.

5.1 State Descriotions

The WINDSTER XGM will accent commands ‘rom its fost at any :ime that the
controller is not busv. This can ce when the KGM is in an idle state ar wnen the <ev
generators are processing trarfic and :ine controlier is 7o longer sccupied in direeting
operations. ;

WINDSTZR is 1 <=v on Zemanc svstam, wnare :ne XCM will oroduce ane 2it of
2T or C7 Jor evars 323 Tal2 2100¢ Ju e T -"ece:ves, The Jesign s 10 operale at a:i

23%3 72°%33 Te:ssW J <modE.
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There s one dasic command {set moce) whicn sets the cryptograpaic operating.
mode. This command 2ilows “or paramerters 0 Je specified sucn as fuil or naif dupiex
and data mode type.

5.3 Crvptograpnic Svnehronization

The host is responsible for most of the system synchronization requirements. [t
must recover the receive clock, perform bit recovery, and perform anvy word framing
associated with redundantly transmitted message indicator bits. The length of the
synehronization word is determined by the host. The KGM will achieve cryptographic
synchronization from the message indicator bits that are provided bv the host. -

The host is responsible for detecting the loss of eryptographie svnchronization.
Both the transmit and receive sections of the WINDSTER KGM output Aitered Plain
Text puises (APTs). The host can use these pulses to detect loss of svnehronization.

The host must select the appiicable method of eryptograpnic synenronization.

3.J.1 Pre-Synchronization Raquirements

The WINDSTER XGM must have kev variables ‘ransferred nto the working
storage of the <ev generators and an encrvption and/or decrvption mcde must nave een
selected before the £GM can begin cryptographic synenronization.

3.3.2 Initial Synchronization

The WINDSTER XGM requires message indicator (MI) bits to estabiish an initiai
setting for the ey generator. The random MI bits are generated oy the transmitting
WINDSTER. At the receiving WINDSTER these same Dits are inserted into the KGM oy
the host. . .

When the host of the transmitting WINDSTER KGM raises the TRANSMIT inout
signal, the KGM wiil begin outputting the MI 5its. These bits will appear on the XMIT
T output line and wiil be coincident with the oositive edges ot the XMIT CLK input
signai. (See paragrapn 7.3 for detailed :iming reiationships.) WINDSTER may =nervpt a
few additionai bits for internai bookkeeping nefore raising the INPUT ENABLE output
signal. The XMIT PT signai is stroced into the XGM with the negative a2dge of the
XMIT CLX signal. The INPUT ENABLE signai ndicates wnen the XGM wiil begin
2nerypting the piain text data. INPUT ENABLE is ~aised with the negative iransition of
the XMIT CLK signal which recedes the positive sdge used to sampie the first siain
text Dit to be encryptad. Figure 3-1 illustrates this re:ationship.

XMIT CLK -7 N M4 N

INPUT ENABLE - -'

XMIT T ERSNED >< ><

A

—— Thisis the first plain text
bit to be encrypted by the
WINDSTER KGM.

T'gure 3-1. Reationsniz 3etw2er NP2TUT INA3LT irg tme Tieap Znerrotad 3it.
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To initialize the receiving WINDSTZR with the MI 5its. the nost must raise *he
SYNC input signai. The SYNC input signa. must remain high for the duration of the
received message. Lowering and :hen raising the SYNC line will cause the KGM 1o
synehronize to a new MI. Once the receiving WINDSTER has been initiaiized, it will
decrypt the few additional bookkeeping dits generatad dv the transmitting XGM. The
receiving XGM will raise the OUTPUT ENABLE output signal to identify the first
decrvpted bit. WINDSTER outputs the RCV PT bits coineident with the negative edges
of RCV CLK signal. (See paragraph 7.3 for detailed timing reiationships.) OUTPUT
ENABLE will be raised with the negative edge of the RCV CLK that marks the
beginning of the first decrypted bit. Figure 5-2 illustrates this relationship.

RCV CLK TN N N ¥ N
OUTPUT ENABLE y
RCVPT BT P >

—— This is the first piain text
bit decrypted by the
WINDSTER KGM.

Figure 3-2. Relationship Between OUTPUT ENABLE and the First Decrvyptad 3it.

3.3.3 Verification of Cryptographic Syncaronization

The host, not the WINDSTER XGM, is responsible for continuous verification of
ervptographic svnchronization. WINDSTER arovides signais %o assist the host with :kis
responsibility. These signais inciude the OUTPUT ENABLE. INPUT ENABLE, XMIT APT
and RCV APT output signais. N '

The OUTPUT ENABLE and INPCUT ENASLE couid be used :n conjunction with
framing Dits inserted by the fost to verify synenronization wnen 2nervdting svnearonous
data.

The WINDSTER KGM zrovides a1e SMIT APT and RCV APT signais wnich the
host can use to heip verify ervptograpnic synenromzation. APT stands for "atered jiain
text.” The XMIT APT signai ‘s most often 'n 3 .ow state. ADDroximartely once avary 54
data rate bit times, XMIT APT gzoes nigh {or one 2it. Since the occurrence s resuit of 2
deterministie. dut 2seudo-random. 2vent: a receiving WINDSTER that s
ervotograpnically svnenronized o tne transmitting WINDSTER will oroduce -he same
signai. This .atter signai is cailed RCV APT. i
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The transmitting equioment can use the XMIT APT signal to randomly piace a
check dit in the olain text stream. The receiving =quipment can then use “he RCV APT
signai to iocok i{or the check hit in the decrvpted piain text stream. Whenever the
equivalent of XMIT APT goes high in equipment that is using CVSD, a transition is
forced in the plain text stream. [n other words, if the previous bit out of the voice
processor was a zero, the gext Dit will be a one, regardless of what the processor
determines it to be. Converseiy, if the previous bit out of the voice processor was a
one, the next bit will be forced to a zero. Thus, the forced transition serves as a check
bit that can be detected bv the receiving equipment. The equivalent of the RCV APT
signal determines where the plain text transitions are to occur in the receiving
eqmpment. [f the transitions are not there, the receiving equipment declares that it 13
out of cryptographie synchronization.

5.3.4 Cryptographic Resynchronization While in Trarfic

The half dupiex implementation 2naples a receiver to establish ervptographic
synenronization from the middle of an anerypted message stream. The WINDSTER KGM
assumes that encrvpted "1010" patterns exist in tne message stream. Therefore, :he
Nost can command the XGM to synearonize o this Jattern ov issuing a resvne commanc.
Once the host determines that "1010" patterns are Jeing decrvpted, it commands :ne
KGM to return to the normal trarfic mode by issuing a return to trarfic commanc. The
transmitting host supports this in trarffic resynearonization orocedure 2v merely
inserting streams of "1010" patterns into the piain text stream.

3.4 Backward Compatibility

The WINDSTER KGM can de used to oprovide cryptograpnic compatibiiity with
_existing fielded COMSEC gear. The ievel of compatibility is divided into two groupings.
First, the KGM s "trarfic compatible" if. in conjunction with the host, it has :he apility
to communicate in a trarfic mode of that equipment. Second, the XKGM is "™ackward
compatibie" if, in econjunction with the host., it has the capapility to perform ail
funetions of that 2quipment (tracfic functions and rekev functions). [t is the intent of
the WINDSTER KGM %o be lexible enough to ailow a host integrator to incorporate into
nis systam as much dackward compatibility as his requirements cail for.

The following equioments are Backwards Compatible:
KY-57/58 KOv-1 £G-82
£Y-68/78 -£G-34 LYV-2A/B

The following equipments are Trarfie Compatible only:
KYV-5 STU-III {Y-T1

3.3 Kev Processing

The WINDSTER XGM provides 3 major methods of <av 3rocessing - Wrao.
Unwrap, Generate, Transfer, Zaroize, -'J-pdate. Load. and in-tand Rekev. All metheds
use the internal keyv storage locatinns 0 througn 15. All kevs stered within .vI\DST...?.
are compr*sed of a xev packet *hat contains the foilowing information: :

""V'ﬂl:‘ !
= o o
3 ALGORITEM
" CPDATE COUNT
. AEY
. CHECX SEQUENCE
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n the case where kevs are .oaded 7-om a XYRK-13 {ill device, the additinonai xev
Jacket data is provided Dy the host as operand Dytes with the LOAD RED KEY
command on the Command/Status Port. During Xev processing modes certain ieids are
cnecxed to insure that the proper key is being used. Zrror conditions are reported to the
host and operations may be denied if an attempt_is made to use a key improperiy. Refer
to the detailed command processing descriptions for more information.

[n the case where a KYK-15 (NCD) is attached to the KGM and requesting an
operation, the KGM will notify the host by raising BSY, lowering SRQ*, and reporting
the requested operation to the nost via the Command/Status port. [n band rekeving
procedures will require host support, while Update, Generate, and Load will be handled
directly by the KGM and NCD. Upon completion of any NCD operation, the KGM will
lower the BSY line, and thereby return control to the host. 2

5. WINDSTER COMMANDS

6.1 COMSEC Command Language

The COMSEC Command Language (CCL) 2as Deen developed *0 support NSA's
standard Jroduct line of empeddable COMSEC modules. This language ‘s used
throughout the famiiv wnere commeon ZIunctionality exists. This method 1as zeen
selected to ennance the structured nature of the product line. The 10st system dasigner
does not need to continuaily become familiar with different ecommand langiagss in arder
to efficiently and securely embed the KGMs in various target systems. Svstem .avel
control software will be more easily trdnsportaole when it is based on CCL, vieiding a
significant cost savings.

All commands are comprised of one operator bvte foilowed by 0 to n operand
bvtes determined Dv a table lookup of the operator oyte. The -perator bvta Is decocded
as follows:

LSB

(% 1)
w
-
2
L)
-
=

bit : T

1)

IELD '@ PARITY CLASS TYRE

All operator ovtes are adjusted Jor odd paritv. Operand bvtes have no parity.
There are eight Jossible ciasses of commands. Zach ciass is assigned as ‘oilows:

LASS . DESCRIPTION

200 "Unused"

001 General Purpose Commands
010 Lev Processing Commands

011 Data Processing Commands
100 Sgeciai Purpose Commands
101 Special Purpose Commands
110 Special Purnose Commands
111 Special Purpose Commands

Tvpe specifies one of 13 commands “or 2sch e.ass.

5.2 Command P=otacol

This secticn 2xgiains fow 1@ 2ost wmites 2ommancs o the WINDSTER XGM.
“he Jailowing secuence s .sed at e cegiining of 2ach 2ommand. Jetailed timing
ziagrams Jor transfers over ine Jidirectiona Jommand/status jort are Jrovided in
flgures U-3 and T-4.
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WINDSTER COMMAND TRANSFER SEQUENCE

L The host checks the status of BSY and SRQ*. [f neither is active then;
2. The host sets CS* and CMD* low, ard nlaces the operator on the bus.
3 At this point the WR™ signai is puised low and the operator will be latched into

the KGM on the rising edge of WR™.

4. Also, on the rising edge of WR*, BSY will go high. This indicates that processing
of the operator is occurring.

5 If additional operand bytes have to be sent to the KGM, then the host will wait
for the KGM to lower its BSY line and repeat steps 2, J and 4 with operand data
being placed on the bus with CMD* high. This sequence is repeated until all
operands have been written to the KGM. [f no more operand data is required for
a particular command, the XGM will not lower its BSY signal until the command
processing has been completed.

6.3 Command Listing

NWINDSTER COMMAND LISTING

COMMAND NAME BYTE EXECUTION - DESCRIPTION
General Purpose Commands
Stop 10H ON Stops all Trarfie
Self Test 91H E * Checks alarms in WINDSTER
Loop Check-Enable 92H OFF EZnables Loop around mode
Rastart 13H E Resets WINDSTER to a known state
Read Status © 94H E Moduie outputs status byte
Loop Check-Disable 15H g Disables Loop-around mode
Activate CIK IFH E Activates CIK
Xey Processing Commands
Zeroize All 10H E Zeroizes all kevs
Zeroize AlH E Zeroizes selected location
Load Red Key A2H OFF Loads kev from fill oort
Transrer Enc Key 23H OFF Transters kev to encrvpt working store
Transrer Dec Key AdH OFF Transfers ey to decrvpt working stare
Unwrao Black OTAR  25H .OFF Unwrap <ev '
Unwrap Stored Black 26H OFF _ Unwrap local slack <ev
Wrap Black OTAR ATH OFF Wrap key for OTAR
Wrap Red Kev A8H OFF Wrap kev for local storage
Update Red Kev I9H OFF Updates the <ey
Validate Key 2AH QFF Check xev parity
Copy Red Kev ICH orF Copies <evs
Load Red Key AEH OFF Loads xevy Jrom riil port with host

suppiied tag
On Line Load 1FH ON Special kevy ocperation
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Data ?rocessing Commands

Set Mode -B0H g Sets mode control registers for various
traffic modes. :

[n Trarfic Resyne BCH ON [nitiate Resvne-Operation

Return to Traffic JDH ON . Returns to trarffic after a Resyne

Special Purpose WINDSTER Commands

Enerypt Half Duplex 62H OFF Enables haif dupiex encryption
Deerypt Half Duplex E3H OFF Enabies half duplex deeryption
Variable Generate 64H OFF Generates a key for KYX-13
Change Z E6H E Rewrap old keys with new Z
Go To Full Dupliex 67TH E Znables full dupiex trarfic

Net [nband Rekey 68H E [nitiate net rekev

Session [nband ESH ) [nitiate per call rekey

Rekey .

Receive [nband 8AH E Receive kev and store

Rekey

Table 6-1 WINDSTER Command Word Listing

NOTE: EXECUTION refers to on-line (host has enapled the traffic ports) or orf-line
command (host or an alarm have cisabled the trarfic ports) or E-either.

6.4 WINDSTER Command Description

This section describes the command interface used dv the WINDSTER XKGM. The
commands names are used for identification and deseription only,

D1 = First byte of a 2 ovte Tag header. Shh in nex.

D2 = Second byte of a 2 bvte Tag neader, Saa in hex.
N,N1,N2 = Kev RAM loecation J to 13 in deecimal.

S = Status register J to 3, 33s in hex.

K = Number of wraps/unwraps used in Changs Z command.
A = Set Mode cperand
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WINDSTER TRAFFIC PROCESSIN

Fuil duplex, both the TX and RX KGs have a valid key and a "GO
TO TRAFFIC" command was issued. Enervption and deeryption
enabied.but not begun unttl the SYNC or TRANSMIT signais are
activated.

I[dle Mode = Full or half duplex. no precondition on working store.
Encryption and decryption are not enabled.

Trarfic Mode

RX Traffie = Half duplex decryption, valid key in RX KG,and the TRANSMIT
signal must be low. [n this mode decryption is enabled but not
begun until the SYNC signal is activated. )

TX Traffie = Half duplex eneryption, valid key in TX KG. and the SYNC
signal must be low. [n this mode encrvption is enaoled- but not
begun until the TRANSMIT signal is activated.

l. STOP TYPE: ONLINE

COMMAND FORMAT: s10

DELAY: T3D

DESCRIPTION: Stoos all decrvption and encrvption wniie in the Juil dupiex mode. ar
stops ail deervption if in the haif duplex mode. Note that 2nervpticn
is disapled during haif cduplex on the failing 2dge of the TRANSMIT
signal, arter generation of End of Message (EQOM).

OPERANDS: None.

ENTRY: Traffic mode full duplex or RX traffie mode in haif dupiex.

EXIT: [dle mode. !f in full duplex the TX and RX KG get over-written, if in
haif duplex only the RX KG gets overwritten.

STATUS BITS: Resets ENCRYPTION ENABLED and DECRYPTION ENABL‘..D Bits.

2. SELF TEST TYPE: EITHER

COMMAND FORMAT: 591
DELAY: TBD
DESCRIPTION: [nitiates an aiarm check sequence with the last addressad xav.
OPERANDS: None.
ENTRY: Any Traffie mode or [dle mode.
EXIT: {[dle mode if aiarm cnecx passes or the Alarm state (ALARM signal
high), if *he aiarm cheeck fails.
TATUS BITS: Error bytes | and 2. (status registars 4 and 3), mav de arfected.

3 LOOP CHECK ENABLE TYPE: OFFLINE

COMMAND FORMAT: 592

DELAY: TBD :

DESCRIPTION: Enabies the .cop around mocde wnere CT out is connected %o CT in
internailv. The XMIT CT and RCV CT signais of the XGM are
biocked. Note that it is the nost's responsibility To load :ne same Lav
to hoth the TX and RX XGs. !

OPERANDS: None.

INTRY: ‘dle mode. fuil Zupiex.

=ZXIT: Loop moce. Nct2 that the WINDSTZR XGM can't anter she Trarfie
mode until the ZLOOP CEZCH DISA3LE rommancg ‘s 'ssued.

STATIS 3ITS: The Leop Cheox status 2it wili te sear.

I
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1. RESTART TYPE: EITHER

COMMAND FORMAT: 513

DELAY: TBD . i
DESCRIPTION: Resets the WINDSTER KGM to a known start up state.
OPERANDS: None. ) :

ENTRY: Any Traffic or [dle mode.

EXIT: Idle mode or the Alarm state if an alarm check fails.
STATUS BITS: All status bits set/reset to initial conditions.

3. READ STATUS (S) TYPE: EITHER

COMMAND FORMAT: 594 Sss

DELAY: TBD

DESCRIPTION: Output one of 6 status bytes to be read by the host. The BUSY line
stavs hign until the status is read.

OPERANDS: S= 0 to 3. Object code 3ss = 500 to 305.

ENTRY: Anv Trarfie or [dle mode. or the Alarm state.

EXIT: Remains in the 3SY state until a status oyte 1as Seen read and then
returns o its previous state.

STATUS BITS: No change.

A. LOOP CHECK DISABLE TYPE: OFFLINE

COMMAND FORMAT: §15

DELAY: TBD

DESCRIPTION: Disables the loop around mode. Disconnects the CT out from CT in
~ which was connected by the LOOP CHECK ENABLE mode.

OPERANDS: None.

ENTRY: Loocp mode.

EXIT: [dle mode.

STATUS BITS: The Loop Check status bit will be reset.

T ACTIVATE CIK TYPE: OFFLINE

COMMAND FORMAT: 51F

DELAY: TBD

DESCRIPTION: This command instructs the WINDSTER XCM :0 .ook Jor :he zresence
of a CIK device. Once activated the CIK jort aiwavs remains 2napied
until a RESET.

OPERANDS: None.
ENTRY: Idle mode, CIK 2in is active
EXIT: [dle mode.

STATUS BITS: No change.
3. ZEROIZE ALL ) TYPE: ZITHER

COMMAND FORMAT: 520
DELAY: T8D
DESCRIPTION: Zeroizes RAM memorv locations 0 %o 13. and will overwrite the TX

and RX working store. i

OPERANDS: None.
ENTRY: ‘¢le’ mode or Anv Trarfic mode.
EXaT: d.e mcda if tma RAMs zermizad correctiv or the Alarm state f an

ngorreer zernize ceurred.
STATLS 3ITS: The Par:tyv status 215 Wi 2e reser aong with the Inervption Vaiid
and Decrvation Va.id status Jits.
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9. ZEROIZE (N) TYPE: EITHER

COMMAND FORMAT: SAl $San

DELAY: TBD. . i

DESCRIPTION: Selectively zeroizes kev-RAM location N.

OPERANDS: N=0 to 15. Snn = 500 to SO0F.

ENTRY: [dle or Any Trarfic modes.

EXIT: Returns to the entry state if zeroized correctly, or the Alarm state if
RAM N couid not be zeroized.

STATUS BITS: Parity Status bit for Key N will be reset.

10. LOAD RED KEY (N),D1,D2 TYPE: OFFLINE

COMMAND FORMAT: SA2 3san 5hh Saa

DELAY: TBD.

DESCRIPTION: Loads a key from the fill port and compares the host supplied tag with
the tag contained in the «<ev. [f the tag compare passes and the <ev
has good paritv, store the kev to RAM location N.

OPERANDS: N =0 to 13. Obieet code 3nn= S00-50F. D1 and D2 indicate two 5vias
or host suppiied tag, shn and Saa (header and aigorithm).

ENTRY: idle mode.

EXIT: {dle mode.

STATUS BITS: Parity Status bit for Key N, Config‘uration or Tag Mismateh status
bits, or Parity Error.

11. TRANSFER ENC EEY (N) TYPE: OFFLINE

COMMAND FORMAT: 3523 snn

DELAY: TBD.

DESCRIPTION: Transfers a TEK located at RAM location N to the encrvypt kevy
generator for full duplex operation.

OPERANDS: N = 4 to 13, object code 3nn= 504 %o S0F.
ENTRY: [dle mode, fuil duplex.
EXIT: [dle mode.

STATUS BITS: Parity error, Configuration or Tag mismatcn status dits.
12,  TRANSFER DEC EEY (N) TYPE: OFFLINE

COMMAND FORMAT: 35A4 3nn

DELAY: TBD

DESCRIPTION: Transfers a TEK located at RAM loecation N to the deervpt <av
Zenerator for full duplex operaticn.

OPERANDS: N=4 t0 13, Joject code 3nn= 504 to 30F.
ENTRY: ‘dle mode, ‘uil duplex.
EXIT: dle mode.

STATUS BITS:  Parity arror. Configuration or Tag mismatea
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13. UNWRAP BLACK OTAR (N1,N2),D1,D2 TYPE: OFFLINE

COMMAND FORMAT: 3525 snl $n2 Shh Saa

DELAY: TBD.

DESCRIPTION: Unwraps a biacik key from the host using KEK N1l. [f the TEK tag D1
D2 matches the key tag and parity is passed, the key is stored in RAM
location N2.

OPERANDS: N1=1 to 1§, Snl= 501-S0F. Location of KEK.

N2= 4 to 15. Sn2= S04-350F. Loeation of TEK.
D1 and D2 indicate 2 bytes of host supplied TEK tag, Shh and Saa
(header and algorithm).

ENTRY: [dle.

EXIT: (dle.

STATUS BITS: Time out on unwrap, invalid operand, parity error on TEK. tag
mismaten.

14. UNWRAP STORED BLACK EKEY (N),D1,D2 TYPE: OFFLINE

COMMAND FQRMAT: 326 3nn shh 3Saa

JELAY: TBD.

DESCRIPTION: Unwraps a nost black <ey using the 2 variaple. The cecrvatad <ev's
tag will be compared ‘o the host suppiied ag D1 D2. (f a vaiid
compare occurs then the <ev is stored in RAM location N.

QOPERANDS: N =1to 13, 3nn=301-30F.
D1 and D2 specify 2 bytes of host suppiied tag, Shh and Saa (header
and algorithm) of the decrypted xev.

ENTRY: [dle mode.
EXIT: [dle mode.
STATUS: Key Parity for Key N, Parity error, Ccnr;g'uratlon or Tag msmatch

status bits.
13. WRAP BLACEK OTAR (N1,N2),D1,D2 TYPE: OFFLINE

COMMAND FORMAT: SA7 snl 5n2 shh 3aa

DELAY: TBD

DESCRIPTION: Wraps the TEX located in RAM locaticn N1 using the XEZK found in
location N2. The tag of the TEX will be compared o :he 10st
supplied TEX tag prior to wraoping.

OPERANDS: Nl=1 0 13, 3nl = 301-50F. Loecation of KZX.
N2= 4 to 15, 3n2 = 504-30F. Loecation of TEX.
D1 and D2 specifies 2 bytes of host supptied TEK :ag, shn and saa
(header and aigorithm).

ENTRY: [dle.
EXIT: ldle.
STATUS: Parity for Key N, Parity Error, Configuration or Tag mismaten.

18. WRAP RED EEY FOR STORAGE (N),D1,D2 TYPE: OFFLINE

COMMAND FORMAT: 35A8 3nn Shh Saa
DELAY: TBD. :
DESCRIPTION: Wrap :he <ev “ound ‘n RAM location N using the Z variapie Joundiin
RAM location ). Theex the tag information of <ev N Jsing the hos:
; suppiied :ag, J1.D2 oricr %o wrapp:ng,
OPERANDS: N= 110 13. 3nn= 30! 0 SQF. Fev 12 Je wracced.
91.D2 indicate I ovtas of ~ost suppiied tag ,3hn and Saa (header and
a.gerithm), for <av N.

ENTRY: ‘dle moce.
=EXIT: 2la mode.
STATES 3UDTS: 2amey D0 Zav N Famee asees Tyndiguration ar Tag wismatens
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17. UPDATE RED KEY (N),D1,D2 TYPE: OFFLINE

COMMAND FORMAT: 3529 san $hh Saa

DELAY: T3D. . . :

DESCRIPTION: Uopdate-key N and increment the update count. A tag compare using
D1 and D2 is performed prior to updating the key.

OPERANDS: N=1 to 13, Snn= 501 to $OF. Key to update.
D1 and D2 indicate 2 bytes of tag data, Shh and Saa (header and
algorithm), for kev N.

ENTRY: Idle mode.

EXIT: Idle mode.

STATUS BITS: Parity for key N, Parity error, Configuration or Tag mismatech.

18. VALIDATE EEY (N),D1,D2 TYPE: OFFLINE.

COMMAND FORMAT: 352A San shh saa

DELAY: TBD.

DESCRIPTION: Validates key N by checking for good parity and comparing its tag %o
Z1e nost supplied tag.

OPERANDS: N=0TO 13, 3nn= 500 o 30F. Key o validate.

ENTRY: Idle.

EXIT: [dle. .

STATUS BITS: Parity for Key N. Parity Error, Configuration or Tag mismaten.

19 COPY RED EEY (N1,N2) TYPE: OFFLINE

COMMAND FORMAT: s2C 3nl sn2

DELAY: TBD. .

DESCRIPTION: Copies kev in location N1 into RAM location N2.

OPERANDS: N1=0 to 15, Snl= 500 o 50F. Source RAM location.
N2= 4 to 13, Sn2= 504 to 50F. Destination RAM loeation.

ENTRY: {dle mode.

EXIT: dle mode.

STATUS BITS: Bad parity.

20. LOAD RED KEY/W HOST
SUPPLIED TAG (N),D1,D2 TYPE: OFFLINE

COMMAND FORMAT: SAE 3nn shh Saa

DELAY: TBD.

DESCRIPTION: Loads a ey from the fiil Jort and appends *he ~ost supplied tag %o the
<ev. [t then stores :he appenced kev t0 RAM kav .ceation N.

OPERANDS: N =0 to 13. Objeet coae 3nn= 300-30F.
D1 and D2 spec:fy 2 bytes of 7ost suppiied :ag, shh. and 3aa (header.
and algorithmi.

ENTRY: idle mode.
EXIT: dle mode.

STATUS BITS: Parity for Key N, Parity error.
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21. ON.LINE LOAD TYPE: ONLINE

COMMAND FORMAT: $§2F

DELAY: TBD. . .

DESCRIPTION: This command instructs-the WINDSTER KGM to load a kev from the
fill port, mod 2 add it to the xey used in the transmit XG, and use the
result of the mod 2 addition as the new key for both the transmit and
receive KGs. This command is only valid while in full duplex and will
remain in operation until a "STOP" command is issued.

QPERANDS: None.

ENTRY: Trarfic mode, full duplex. )

EXIT: Trarffic with a new working kev. The ON LINE load is terminated by
the "STOP" command, which zeroizes the receive and transmit work
stores.

STATUS BITS: Error status registers 4+ and 3 may be arfected.
22.  SET MCDE (A) TYPE: SITHER

COMMAND FORMAT: 3B0 saa

DELAY: TBD.

DESCRIPTION: This command wili set up the mode control registers f{or various
traffic configurations. The format of operand A is the same as status
bvte 03, with the axception of bit T which is reserved). Notz that the
half/full dupiex mode can not te changed while ONLINE.

QOPERANDS: A, 3aa indicates the trarfic configuration.
ENTRY: Any Traffie or idle mode.
EXIT: No change in state.

STATUS BITS: Error status registers 4 and 5 may be arfected.
23. IN TRAFFIC RESYNC TYPE: ONLINE

COMMAND FORMAT: sBC

DELAY: TBD

DESCRIPTION: This command will change the mode of the receive XG :0 “he svne
acquisition state if in nalf duplex.

OPERANDS: Nane.
ENTRY: !X Traific mode, haif dupiex.
=XIT: RX Trarfie mode, naif dupiex, svne acquisition state.

STATYUS BITS: No change.
24. RETURN TO TRAFFIC — TYPE: ONLINE

COMMAND FORMAT: 353D

DELAY: TBD

DESCRIPTION: This command wiil ~eturn the receive XG {rom svne acquisition %o the
normal RX :raffic mode it was in prior to the "IN TRAFFIC RESYNC"

command.
OPERANDS: No operands.
ENTRY: X Trarfic mode. naif duplex. svne acquisition.
EXIT: X Traffic mode. 2aif “duplex.

STATUS BITS: No cnange.
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25. ENCRYPT HALF DUPLEX W/KEY tNl TYPE: OFFLINE

COMMAND FORMAT: 362 5nn

DELAY: TBD. i . :

DESCRIPTION: This command will transfer a TEK located at RAM location N to the
transmit KG and enaple traffic encryption in the half duplex mode.

OPERANDS: N= 4 to 15, 3nn= 504-50F. Location of TEK.

ENTRY: RX Traffic or Idle mode, half duplex.

EXIT: TX Traffiec mode, half duplex. The rising edge of the TRANSMIT
signal initiates traffie, and the falling edge of TRANSMIT signal stoos
traffie, sends an EOM, and returns the Transmit KG to the idle mode.
[f a vaiid xey was in the RX KG, the RX trarfic mode is entered on
the falling edge of TRANSMIT

STATUS BITS: Parity for Key N, Parity error, Configuration or Tag mismatch.

28. DECRYPT HALF DUPLEX W/KEY (N) TYPE: EITHER

COMMAND FORMAT: SE3 san

DELAY: TBD.

DESCRIPTION: This command will transfer a2 TEK <ev ‘rom RAM location N o the
Receive XG, and enaple the decrvption of data.

OPERANDS: N= 4 to 15, Snn= $04-50F. Location of TEX.

ENTRY: TRANSMIT signai must be .ow.

EXIT: RX traffic mode. This mode indicates that the RX KG is ready for
decryption.

STATUS BITS: Parity for Key N, Parity Error, Configuration or Tag mismatch.

27. VARIABLE GENERATE TYPE: OFFLINE

COMMAND FORMAT: 3564

DELAY: TBD

DESCRIPTION: This command will generate a key without a tag for a2 {YX-13 or
KYK-13.

OPERANDS: None.

ENTRY: [dle mode.

EXIT: [dle mode.

STATUS BITS: Error Status registers 4 and 5 may 2Je affected.
28. CHANGE Z (K) . TYPE; OFFLINE

COMMAND FORMAT: SE6 skk

DELAY: TBD.

DESCRIPTION: This command will copvy the old Z variable ‘rom location 7 and
temporarily store it in location 13. [t will then ailow the {ill device to
load in a new Z variaole into iocation 0. The XGM then expects X
number of UTNWRAP and WRAP commands to be issued from the host.
Unwraps will use the oid Z wraos will use the new Z.

OPERANDS: J<K=253.

ENTRY: [dle mode.

EXIT: {dle mode. :

TATUS BITS:  Parity Error. !
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29. GO TO FULL DUPLEX TRAFFIC TYPE: OFFLINE.

COMMAND FORMAT: 367

DELAY: TBD. ; i ; .

DESCRIPTION: Enables deeryption and encryption of data while in the full dupiex
mode. ; )

OPERANDS: None. ,

ENTRY: [dle mode, full duplex.

EXIT: Traffie mode.

STATUS BITS: Eneryption Valid, Decryption Valid status bits.
J0. NET INBAND REKEY (N1,N2) TYPE: ONLINE

COMMAND FORMAT: 568 $nl Sn2
DELAY: TBD
DESCRIPTION: [nitiates full dupiex rekey to send a new net xev without an NCD.
OPERANDS: N1 = KEK to be used. 5n2=02,04-0F
N2 = TEK to be sent. 3nl1=504-0F

ENTRY: (n trarfic, Fuil dupiex.

EXIT: [n traffic, Full duplex.

STATUS BITS: Bad parity.

3L SESSION INBAND REKEY (N1,N2) TYPE: ONLINE

COMMAND FORMAT: $69 Snl 3n2

DELAY: TBD

DESCRIPTION: [nitiates full duplex rekey , without an NCD, to send a new session per
cail key.

QPERANDS: N1 = KEX to be used S5n2=12,04-0F
N2 = TEK to be sent 3nl=504-0F

ENTRY: [n traffie, fuil dupiex, switched net.

EXIT: [n trarfie. fuil dupiex.

STATUS BITS:  Bad oarity.
32. RECEIVE INBAND REEKEY (N) TYDE: ONLINE

COMMAND FORMAT: 38A Snn

DELAY: TBD

DESCRIPTION: Prepare the KGM to receive an inpand rekev message :or 2oogerative
sekey operation.

OPERANDS: N = 1 to 13, San = 504 to 50F. Location of key RAM %3 store TEX.
ENTRY: RX trarfie, Voice mode, Full or Half dupiex.
EXIT: Trarfic mode in ‘ull duplex, idle mode if in half dupiex.

STATUS BITS: Bad oarity.
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The only host readable registers within the WINDSTER XGM are the status
registers. These register are each one dyte wide. The registers can be read one at a
time by issuing.a READ STATUS (sl command where s is the number of the byte that

the host wishes to read.

WINDSTER STATUS REGISTER DEFINITIONS

Type of Status

Summary Byte

Key Parity Bvte 1

Key Parity Byte 2

Mode Bvte

Bvte Bit Description
# #
00 | 7 Configuration 2 pin !
| 00 l 6§ Configuration 1 pin !
00 - | 3 Fill Device Attacned !
00 | 4+ CIK Device Attacned '
L 00 | 3 CIK Enable Ogtion Pin
; 00 | 2 Encryption Enaoled
i 00 I 1  Decrvption Enaoied
00 = Alarm
i 01 | T Partty of Lav 13
01 '3 Parity of Xev 14
P01 b3 Parity of Xey 13
o 01 { + Paritv of Loy 12
C 01 -3 Parity of ey
01 2 Parity of Key 10
001 1 Parity of Kay 9
- 01 . 0 Paritv of Kav §
S 02 .7 Parity of Kay 7
i 02 5  Parity of Xev 5
02 '3 Parity of Key 3
02 to4 Parity of XKevy ¢
02 i3 Parity of £av 3
02 | 2 Parity of ey 2
02 'l Parity of Kev L
02 0 Parity of Xav )
03 7  Data Mode Conriguration
Bit 1
© 03 6 Data Mode Conrfiguration
Bit 2
03 3 APT Enabie
03 4 Fuil/ Haif Duplex Mode
a3 J  Mode A/B
. 03 1 Voiee/ Data
23 1 Switched/ Dedicated
] ]  Looo Cheeck Mode




SPECIFICATION NSA NO.

Error Bvte 1 . 04 - 7 Reserved
. 04 6  Aeserved

;04 5 Reserved ;

104 4 Reserved - ;

| 04 i 3 Reserved i

i 04 , 2 Configuration Mismatch i

04 + 1 * Tag Mismatch ‘

I 04 . Q0 Parity Error i

Error Byte 2 |_0s . _7-0 Reserved |

Table 6-2.Bit Definition of the WINDSTER Status Bvtes

6.6 Service Requests/ Error Messages

A few events will cause the WINDSTER KGM ‘o request service from the host.
These events are limited to conditions that require the attention of the host. Anv time
the WINDSTER KGM requests service from the host or is reporting an error message.
the SRQ™ signal o the host is asserted. An eight bit error/status code wiil Je zrovided
to the nost on the Command/ Status control port. This arror/status code ‘s defined o
Table 6-3.

WINDSTER ERROR/STATUS MESSAGES
[. GENERIC ERROR/STATUS MESSAGES
BYTE DESCRIPTION

02H | Unrecognizable Command

03H | Invaiid Command

04H | No Fill Device Attached (Fill Time Out)
05H | Fill Operation Incompieta

07H | Kev Parity Error (Paritv Zrror)

08H Wrong Lev Tvpe (Tag Mismatch)

0Fd ! CIK Failure

10H CIK Not [nserted (CIX Time Qut)

11H ERROR, Update Limit Reachea {Max Update!
12H [nternal Hardware Time Qut

13H Host Time Qut .

14H Tamper/ Zaroize

15H Fill Device Attached

16H CTK Device Attacned

i7 CIK Device Removed

18H WARNING, Last Uodate allowed.
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{I. WINDSTER SPEC!FIC ERROR/STATUS MESSAGES

BYTE DESCRIPTION

60H Failed Self Test

81H EOM Detected . :

62H Configuration Change, Read Status Byte 0
63H Receive In Band Rekey

65H VG

66H VU

67TH Non Cooperative [n Band Rekey

68H Cooperative In Band Rekey

69H Mode Error, Read Status Byte 3

Table 6-3. Error/Status Codes

INTERFACE SPECIFICATIONS

=4

.1 Detailed [nterface Description

The interface signals to the WINDSTER COMSEC Module are shown in figure 7-1
and the pinout identification in Figure 7-2. These signals have been partitioned into ten
interface ports.

) The Fill Port provides the standard CSESD-11 interface signals. Kevs are
inserted nere.

0 The Housekeeping Port includes a svstem ciock and other signais necessarvy
to setup the XGM.

0 The Command/Status Port is an eight bit bi-directional data >us.

2 The Command/Status Control Port contains the signais necessary 0 controi
the Command/Status 2ort.

o The Transmit Channel [nput includes the 3ziain text data signal and the
control signais necessary for its eneryption and transmission.

0 The Transmit Channe: Qutput consists of the cipner taxt output signai.
] The Receive Channe! [nput consists of :he cipner :ext input signal and
clock.

0 The Receive Channei Output inciudes the plain text data signai and the
control signais necessarv Zor its decrvption and recention. -

2 The Crvpto (gnition Xav CIX) 22rt allows the XGM to 2e rendered
aneiassified while stiil maintaining <evs.

b) he Power Port 2ontains tie zrime 3V DC input voitage aiong with the «av
cetention voitage input

WJ
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Pigure 7-1.

Interface Signals to the WINDSTER Module.
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|
...... vdd .1 64 + DATA .----J
GND »2 63 + CLOCK
KRV «3 62 + IEF FILL
POWER GND .d 6! « SENSE/MUX
vdd -5 50 - EQ
—————— GND -5 39 ~ OVERRIDE
...... TAMP! =7 38 - SPARS D
RESET -3 57 « CKGND  -=-=-a
HOUSE ALARM ™ -3 36 - CIKSENSE®
KEEPING | 2830125 -2 35 - €K /ec CIK
| TAMPO = id +» DATA N
| CIK oPT =12 33 - SK
1 EXT CLL <13 52 + DATAOQUT
EXT CLKINABLE -4 o8  eeees 4
CONFIG 1 ~15 50 + REQXMIT  <ema- 4
------ CONFIG 2 -6 49 + TRANSMIT i
----- 3sy 17 a8 « XMIT APTS |
HOST cMD* +18 47 - INPUTENABLE |
CONTROL cs- +19 46 « XMITCLK . DATA
SRQ* «20 15 + XMIT 2T CONTROL
‘NR” <21 44 + RCY PT
LacssaAD” -22 43 + SPARE
------ n0 +23 42 + SPARE
ni «24 41 » SPARE
n2 - 25 40 + QUTPUT ZNABLE
CMD/ n3 -26 39 - C/ APTS
STATUS | nd -27 38 - SYNC
8us [ n3 -28 37 - 3C/ CT
| "6 -29 26 - €/ CK
a7 - 30 35 = XMITET  coiees
I SPARE - 31 34 - SPARE
i SPARE -32 33 - SPARE
L]

Tigure

=35

WINDSTER Pinou:

(W)
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7.1.1 Fill Port

The KGM is compatibte with the CSESD-11 fill devices, inciuding the XYX-13
(NCD), the KOI-18, and the KYK-13. The KGM will be compatible with the Data
Transfer Device (DTD) when the DTD is operated in the common fill device emuiation
mode. This port also provides the key interface between the WINDSTER KGM and the
future Key Management Module (KMM).

DATA - (bi-directional) Fill data line which transfers kev information between the fill’
device and the KGM.

CLOCK - (bi-directional) Clock used to transfer key between the fill device and the
KGM. The source of the key generates this cloek.

REFERENCE - (output) WINDSTER ties this signal to an internal positive voitage. This
provides a reference level to the CSESD-11 familv of fill devices. This voitage s
not to be used as a power supllv to power 7ost cicuits.

SENSE/MUX - (input) A sense signal whien indicates wnether or not a1 il device s
attached. [n NCD operations. this signal {rames the MUX worags.

REQUEST - (bi-directional) This signal initiates the transier of the kav; it is generatad
by the equipment that will receive the key.

OVERRIDE - (input) The NCD, or other remote controi device, can control the
WINDSTER KGM via this muitipiexed seriai input. A serial word is used {or :his
controi.

7.1.2 Housekeeping Port
CONTFIG 1 and CONFIG 2 - (inputs) Selects WINDSTER Configuration.

ALARM™ - (output) This is a latched output signai that resuits from an internal
eryptographic alarm condition. [t indicates that a failure occurred in the LGM
and no further operation is possible. During the alarm test, this signai will ‘oggle
briefly to test the circuit, out this momentary aiarm does 1ot incicata 2 rea:
alarm. An alarm is present wnen :his signal is in the low state.

ZEROIZE™ - (input) This asynchronous signal causes the KGM to immediateiyv destrov
ail internally stored keys. The low state on :his signai causes :he zeroization 0
oceur.

ZXT CLK - {input) An axternally supplied, though ootionai, (T3D} MHz squarewave cioek
signal wnich is used by the KGM's microcontrotler. -

EXT CLK ENABLE - (input) This signal instruets the KGM =0 use :he axtarnaily sucpiied
housekeening cioek. A nigh level selects the external ciocx.

RESET™ - (input) This asvnenronous signal causes the XGM o serform an initialization
routine that sets the XGM %0 1 <nown condition. Within the <GM this signai is
Jullied 12 Ydd through a1 (T3D) onm resistor. A low .2vei causes the rsser 0
QCCuUr.

TAMPI! - (input) This
the aGM wil
Jonnect this

Thuse tnz agM 3 owarmaa 7o i

.3 one Jf the Two tamper .ocp signa:s: if tnis loop is oroken. then

Je zernized anc further operaticn will Se irhitited. The zcst 2an
-30D IhTougrh fassive switenes and sensors o the TAMPO signa
TSSOV TR MEARIE o TR A
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TAMPO - (output) This is second of the two tamper loop signals: the TAMP! signal
deseription provides additional explanation.

CIK OPT - (input) This signal must be strapped high when the CIK funetion is desired.

7.1.3 Command/Status Port

h0-h7 - (bi-directional) This bi-directional and tri-stated [/O bus transfers the command
and status bytes between the host and the KGM. n7 is the most significant bit
(MSB).

7.1.4 Command/Status Control Port

CS* - (input) This input is used to select the KGM from other devices that mav e
connected to the Command/Status Port. It is used in conjunction with the RD=
and WR* signals. CS* is puiled up %0 Vdd through a (TBD) onm resistor. The
signal is normaily high, and serves to seiect the XGM wnen :ow.

BSY - (output) This output notifies the nost that the KGM s momentariiy unavailaoie
for additional commands. A high level indicates that the £GM is ousv.

SRQ™ - (output) This signal is an asynchronous latched output %o the nost aquioment. [t
informs the host that the XGM status register nas vaiid information that is
available to be read. An SRQ* is asserted anyv time the status of the XGM has
changed. SRQ™ is cleared when the status has been read. To request service,
this signal is low.

RD* - (input) This host generated signal establishes that data is to be read from the
&GM. This signal is only significant while the CS™ signal is active. A low level
indicates that the data will be read from the KGM.

W-R* - (input) This nost generated signal establishes that data is to be writzen %o the
KGM. This signal is only significant wnile the CS™ signai s active. A low .evei
indicates that the data will be written to the XGM.

CMD* - (input) This signal, when low. is used %o notify *he XGM *ha: Zata on :he
COMMAND/STATUS BUS is an operator svre.

7.1.3 Transmit Channel [nput Port

REQ XMIT - (output) This signal ~equests that *he "0st activata its TRANSMIT signal.
[t is used wnen the XYX-i3 's attached %o :he XGM :0 perform :he ‘ransmit
in-band rexey function. The KYX-1i5 commands she XGM %o :ransmit. however,
the XGM does not controi the jusn-to-taik (PTT) switen. Thus she XGM can only
request a transmission {rom its 710st 2quipment. A aigh level requests :the
transmission.

TRANSMIT - finput) This is a command ‘rom :he 10st that *2lls the XGM %o Jegin
anerypting and outputiing zata ‘rom the XMIT CT line. A high .eve: indicates
that the data is ready.

XMIT APT - (output) This pseudeo-~ancdem 2utput duise =2as 2 mean jeeurrence of snce 'n
34 data rate 2its. It ¢an 2e lsec v e 10st o astabiish wnen crvyptogrannic
synearonization enecx JIIS 2ar 2@ Jut into the jiain taxt stream. This signai s
lormally .ow. the juise 's =ign.
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INPUT ENABLE - (output) This signal becomes true approximately 37 bits arter the
TRANSMIT input signai goes true. It marks the first bit of piain text input data
to be encrypted. A high level indicates that the input is enabled.

XMIT CLE - (input) This squarewave will clock data out of the serial XMIT CT port and
into the XMIT PT port.

XMIT PT - (input) This is the serial input data port for plain text to be encrypted by the
KGM.

7.1.8 Transmit Channel Qutput Port

XMIT CT - (output) This is the serial cutput port for the data which was encrypted Hv
the KGM.

7.1.7 Receive Channel Qutput 2nrt

QUTPUT ENABLE -.(outpu?) This read recuest signal indicates that the XGM 2as
deervpted the RCV CT data and the RCV 2T signal is ready to 2e read. A 2ign
ievei on this signal indicates that the data is ready to De read.

SYNC - (input) This signal indicates that the next 37 bits to appear on the ACV CT line
ot the KGM are syncnronization bits. The KGM will use these bits %o place the
receive key generator into a <nown cryptograpnic state. A high levei causes the
KGM to synchronize.

RCV APTS - (output) This signal alerts the host to look for a check 2it in the receive
plain text stream (see the XMIT APTS for a corresponding description). This
signal enables the host to be compatible with various inventorv COMSEC
equipment. This signal is normally low, the alert high.

RCV PT - (output) This is the serial output port for data which was Zecrvotad by tne
KGM.
7.1.3 Receive Channel ‘nout Port

RCV CT - (input) This is the received c'pne- taxt data input line. [t is a serial data
input.

RCY CLX - (input) This squarewave signal clocks data into the RCV CT port and out of
the ACV PT oort.

7.1.9 Power Port

KRV - (input) This inout provides a positive up voitage for the kev storage RAM. The
aost should anpiy an uninterrupted voltage 'o *ais input o maintain the <evs and
other critical m:or"‘nat.on ‘~fen the main Jower s off. 1

¥dd - (input) This is the main switcned power =0 the XGM.

GND - (inout) Ground rerarence.
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7.1.10 CIK Port

CSc - (output) Chip Seiect for the CIK. A high c;n this sig‘n'al selects the CIK.
DATA OUT - (output) Serial output data to the CIK.

DATA IN - (input) Serial input data from the CIK.

SK - (output) Squarewave clock signal used to read and write data from the CIK.
CIK Vee - (output) +5V power to the CIK.

CIK SENSE* - (input) Sense line used to determine if a CIK is attacned. A low indicates
the presence of a CIK.

GROUND - (output) Reference voltage for the CIK.

7.2 Eleetrical Signai Characteristics

7.2.1 Absolute Maximum Ratings

Absolute maximum ratings over which the KGM may be damaged:
Supply Voltage, Vee =-0.3 to +7.0 V
[nput Voltage, GND - 0.3 <= Vin <= Vdd « 0.3 VDC

7.2.2 Electrical Power Requirements

l. Prime operating input Will have 1 vaiue
voltage of =3 V -/- 3%
Suppiied bv the host

2. Key Retention Voitage Characteristics

- VYoltage Range Value of =3 V =/~ 3%,
y ) LRV shail be
suppiied by the nost.

Current Drain 1 ma.

7.2.3 Eleetrical Characteristics of [/O

7.2.3.1 LSTTL Bi-state

The Command/Status Bus Controi 2or%. Receive 2ort. Transmit Port. and
Housekeeping Port are LSTTL oi-state compatibie signals. Ail outputs are capabpie.or
driving 4 LSTTL loads. Recommenced operaiing conditions for these signais are snown
in Tapie 7-1.
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Table T-1
Recommended Ovperating Conditions for LSTTL
Bi-state Compatible Module Signals

MIN TYP MAX
VOH - HIGH LEVEL OUTPUT VOLTAGE 2.7 3.4 VOLTS
(Tout = 6.5 ma)
VOL - LOW LEVEL OUTPUT VOLTAGE .25 4 YOLTS
(Iout = -1.6 mA)
tOR - QUTPUT RISE TIME 20 nSEC
(CL = 20 pF)
tOF - OUTPUT FALL TIME 20 nSEC
(CL =20pH)
VIH - HIGH LEVEL INPUT VOLTAGE 2.4 YOLTS
VIL - LOW LEVEL INPUT VOLTAGE 2.3 VOQLTS
tIRD - INPUT RISE TIME, DATA 10 100 aSEC
tIFD - INPUT FALL TIME, DATA 10 10 nSEC
tiRC - INPUT RISE TIME, CLOCX 10 100 nSEC
tIFC - INPUT FALL TIME. CLOCX 10 100 a2SEC
iIH - HIGH LEVEL INPUT CURRENT 1 S A
L - LOW LEVEL INPUT CURRENT 1~ 4A
INPUT CAPACITANCE 30 oF

7.2.3.2 LSTTL Tri-state

The Command/Status Bus is an LSTTL tri-state compatible bus. Recommended
Operating Conditions for Tri-state LSTTL Moduie Signals are snown below in Tapie 7-2.

TABLE 7-2 ;
Recommended Operating Conditions for LSTTL
ri-state Compatible Moduie Signais

MIN T¥2 MAX UNITS
VOH - HIGH LEVEL OUTPUT VOLTAGE 2.t YOLTS
(lout = 7.13 mA)
VOL - LOW LEVEL QUTPUT VOLTAGE 0.3 VYOLTS
(Tout = -1.93 mA)
tOR - QUTPUT RISE TIM= - 20 nSEC
(CL =120 0P
tOF - QUTPUT FALL TIME . 20 aSEC
(CL =120 oF)
VIH - HIGH LEVEL INPUT VOLTAGE 2.4 VOLTS
VIL - LOW LEVEL INPUT VOLTAGE 0.3 YOLTS
<IRD - INPUT RISE TIME, DATA 10 100 2SEC
tIFD - INPUT FALL TIME. DATA i0 100 aSEC
[IH - HIGH LEVEL INPUT CURRENT ! ! 4A
(IL - LOW LEVEL [NPUT CURRENT ! uA
[INPUT CAPACITANCE 30 oF

7.3 2:oduct Timing Relationsnios !

7.3.1 Signal Timing Reiationsnios

LAl
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7.3.1.1 Write Cvele

3sY

BT Lol JRE TV

4

VIIN TY?  MAX  UNITS
tWCS - SET-UP TIME, CS* TO WR* ) 2SEC
(TIME CS* MUST 3E LOW BEFORE
WR* GOES LOW)
*WCH - HOLD TIME, WR* TO CS* J aSEC
(TIME CS* MUST REMAIN LOW
AFTER WR* GOES HIGH)
tWP - WRITE PULSE WIDTH 110 1SEC
tCWS - SET-UP TIME. CMD* TO WR*™ 25 ASEC
(TIME CMD* MUST BE LOW
BEFORE WR* GOES HIGH)
tCWH - HOLD TIME, CMD* TO WR* 0 ASEC
(TIME CMD* MUST REMAIN LOW
AFTER WR* GOES HIGH)
tDS - DATA SET-UP TIME 15 SEC
:DH - DATA HOLD TIME 45 aSEC
*WBH - DATA RECOGNITION TIME 140 aSEC
(TIME BETWEEN WR* GOING HIGH
AND BUSY GOING HIGH)
tWBL - OPERATION COMPLETE TIME WILL VARY WITH TYPE OF
(TIME BETWEEN WR* GOING HIGH OPERATION ;
AND 3SY GOING ~OW) ' F
:BLW - NEXT WRITE CYCLE ) ~SEC

‘TIME BETWEEN 3SY GOING _OW
AND WR= GOING LOW)

writa Creie Wayverfarm Reiationsnios
IGEAE 73

NOTE: CMD= s snis raguirag wras 32 1Zer37sr 2v%3 5 2040 -

lar s Smm.s 2 N2 e =T - - -
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7.3.1.2 Read Cvcie

pY cem—
i )
- e — —a +— Tacy
RD*
-— L.y —
Long == >
— s ——
SRQ*
N
b /

MIN TYP MAX UNITS
tRCS - SET-UP TIME, CS* TO RD=* 0 nSEC
(TIME CS™ MUST BE LOW
BEFORE RD* GOES LOW)
tRCH - HOLD TIME, RD~™ TQ CS* ) aSEC
(TIME CS™ MUST REMAIN LOW
AFTER RD*™ GOES HIGH)
tRP - READ PULSE WIDTH 150 1SEC
tPRD - PROPAGATION DELAY 110 nSEC
tSHR - STATUS READ FROM £GM~- nSEC
(TIME BETWEEN RD* GOING HIGH
AND SRQ™ GOING HIGH)

—
Qs
[=]

Read Cyecle NWaverorm Relationsnios
FIGURE 7-4

NOTE: The SRQ* and 3SY signais are not ~equired from the KGM in orcer or “=e 10st
10 execute a read. (See section 7.l.4). .
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7.3.1.3 Traffic Data/Clock [nput

XMIT CLK — N SN AT N N—

XMITPT

INPUT ENABLE

MIN TYP MAX UNITS

tPER - PERIOD 3 4BEC
tSD - DATA SET-UP TIME 30 aSEC
tHD - DATA HOLD TIME 20 15EC
t{EV - INPUT ENABLE VALID - 300 28EC

(TIME BETWEEN CLOCK GOING HIGH
AND INPUT ENABLE GOING HIGH)

Traffic Data/Clock [nput Waveform Relationships
FIGURE 7-5

7.3.1.4 Traffic Data/Cloek Output

RCV CLK —’

RCV PT

.—'-,_ —

QUTPUT ENABLE

MIN TY? MAX UNITS

tPER - Period 3 4SEC
(WILL TRACK TRAFTIC INPUT CLOCK)

tCD - CLOCK TO DATA DELAY 130 aSEC

tOQOEV - QOUTP2CUT ENABLE vALD 300 aSEC

(TIME 3ETWEZN CLOCX GOING LOW
AND OUTPUT INABLE GOING HIGH)

Trar?ie Datas Cloek Qutput Wavarorm Ra.ationsnios
FIGURE 7-4
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NOTE: Delay information for XMIT CLK and XMIT CT is the same as RCV CLK and
ACV PT. XMIT CT is independent of the OUTPUT ENABLE signai. The RCV CLK and
RCV CT signals have the same deiay informatjon as the XMIT CLK and the XMIT PT.
RCV CT is independent or the INPUT ENABLE signai.

7.3.1.5 Zeroize Pulse Specifications

o —] ==

ZEROIZE * . , f
NG |
I
N |
] !
b
; 'ZER
\IN TY?P MAX SNITS
*ZER - ZEROIZE 2ULSE WIDTH 20 45EC
R - ZEROIZE PULSE RISE TIME 10 100 1SEC
*F - ZEROIZE PULSE FALL TIME 10 100 aSEC
Zeroize Pulse Waveform Specifications
FIGUR
7.3.1.6 Reset Pulse Specifications
i
! IRST
RESET™
MIN TYP MAX INITS
tRST - RESET PULSE WIDTH 3 15eC
tR - RESET 2ULSE RISE TIME | 2J0 15EC
tF - RESET PULSE FALL TIME i 230 aSEC

Reset Pulse Waverorm Scecifications
FIGURE 7-3
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7.4 Fill Port [nterface Reguirements

The Fill Port interface signals are compatibie with the interface requirements of
CSESD-11 (COMMUNICATIONS SECURITY EQUIPMENT SYSTEM DOCUMENT FOR
FILL DEVICES). The Fill Port clock, data, and request lines are bi-directional to
support in- band rekey operations as well as future Key Management Module interface
requirements. Each input line is electronically protected to prevent damage from the
high negative voltages which the [ill devices may possibly generate.

8. MECHANICAL INTERFACE SPECIFICATIONS

8.1 Interface Cabling, Connectors

The host shall provide an interface board for mounting the XGM. The oard shail
be connected to the host equipment with capies and/or connectors consistent with the
host configuration. R

The host snall grovide a direct connection between a 7ill connector ioeated on its
axternal surface and the Iill sort of the XKGM. The fill connector is specified 9v the
Government drawing ON241775. The direet connection setween :ne il port and il
connector shail Je acnieved througn a snieided. or-2quivaientlv orntseted, capie.

.2 Module Envelope

Refer to figure 8-1 WINDSTER Module Envelope

3.3 Detailed Footprint

Refer to figure 3-2 WINDSTER Detailed Footorint

3.4 KRY Requirements

The KRV is an option. The addition of a <ey retantion voitage wiil 2naple ‘he
£GM to retain ail <evs wnen main power is removed. (f this option ‘s not seiectad, the
preferred approach is to wire this.oin in common with orime power. f KRV is mot
oresent when prime power is removed, :he contents of ail storage -~egistars and RAM is
lost.
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2.0

3.0

wu

Figure 8-1 Windster KGM Envelcpe
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